SecurityMetrics

PCI DSS Onsite Assessment

Whether it's to secure your sensitive data, comply with PCI requirements, or
comply with merchant processor mandates, SecurityMetrics doesn't just assess
your situation; they help you achieve a strong and lasting security posture.

SecurityMetrics Qualified Security Assessors (QSA) * Avoid the costs and headaches of non-
are accurate, experienced, easy to work with, re- compliance fines and penalties

sponsive to your needs, and provide comprehensive
PCl DSS assessments. Clients enjoy working with
SecurityMetrics QSAs so much that over 90% of cus-
tomers return the following year.

* Improve business efficiency and reduce
operational costs by streamlining, securing
and simplifying your day-to-day payment
card operations

Trusted PCl Compliance Partner
As your trusted PCl compliance partner, SecurityMet-

rics takes the time to understand your environment A Higher Standard for

and needs, and then helps you scope your compliance PCI Qualified Security Assessors

efforts to the levels appropriate for your organization SecurityMetrics differentiates itself from other QSAs by
and situation. SecurityMetrics helps you avoid pitfalls conducting PCl assessments that benefit you through:
that lead to compromised security, credit card fraud, e A commitment to take the time to understand
regulatory fines, and loss of business. In addition to your operations and processes, enabling Securi-
assessing your level of compliance, SecurityMetrics tyMetrics to accurately scope the cost and effort
advises you on how to better simplify, streamline, and of the assessment

secure your processes, enabling you to achieve com-
pliance in a way that ultimately saves you money and
improves your business operations.

e Trusted leadership and experience as a full-ser-
vice PCl compliance partner

e Establishment of long-term customer relation-

SecurityMetrics partners with you before, during, and ships through performance, value, and integrity
after your assessment, working with you to quickly rather than mandatory long-term contracts
identify and resolve threats that could impact your o

Simple, straightforward pricing with no hidden
business. By taking advantage of SecurityMetrics PCI charges or add-on fees

Onsite Assessments you can:

e An online audit management tool that helps you
track PCl milestones, designate responsibilities,
and view the status of your PCl assessment.

e Minimize the impact of PCl requirements
through scope reduction and proper net-
work segmentation

e Assurance that when you have questions or sup-
port issues you can talk to a live person, not an
answering machine or email queue

e Enjoy peace of mind that your sensitive
data is secure
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Full Service PCI

Consulting and Assessment

SecurityMetrics completes your assessment with
quality results you can trust and with minimal impact
on your day-to-day business. The SecurityMetrics PCI
Onsite Assessment team provides you the following
services:

1. Custom Price Quote - Instead of paying an
average onsite assessment price, Security-
Metrics personalizes each quote to maxi-
mize your service and minimize your cost.

2. Pre-Onsite Consulting — Conducts initial
assessment review and gap analysis, pre-
assessment consulting on network de-
sign, security policy review, and onsite visit
preparation.

3. Onsite Assessment — Meets with your full
team of business and technical profession-
als to gather accurate information to satisfy
all PCI DSS requirements. Ensures efficient
controls are put into place as needed to
reduce current and future PCl compliance
overhead

4. Post-Onsite Summary Report — Provides
quick, initial feedback on compliance status
and remediation needs.

5. Remediation Work—Works with the custom-
er to remediate any items not in compliance.

6. PCl Report Preparation and Submission—
Documents compliance to PCl require-
ments, provides you with the Report on
Compliance (ROC) for review, and then
submits compliance status to card brands
or acquiring bank.

Simplifying PCI Compliance

To simplify your PCl compliance efforts, when you
engage SecurityMetrics for your PCl Onsite Assess-
ment, you'll also benefit from the following:

e Full-Service Vendor — With expertise in PCI
assessments, forensic incident response,
vulnerability scanning, penetration testing,
card data discovery, security appliances,
PA-DSS application security assessments,
training, and consulting; SecurityMetrics is
one of only a few companies that hold cre-
dentials for all aspects of PCI.

SecurityMetrics  helps you avoid
pitfalls that lead to compromised se-
curity, credit card fraud, regulatory
fines, and loss of business.

* Open and Ongoing Relationship — When-
ever compliance questions or worries arise,
SecurityMetrics’ PCl compliance profes-
sionals will work with you to address your
concerns.

® Accurate and Understandable Results —
SecurityMetrics gives you the facts on ev-
ery aspect of your PCl assessment through
an easy-to-understand online reporting
console.

e Single Point of Contact — To keep com-
munication lines open and eliminate confu-
sion, SecurityMetrics assigns a single point
of contact for each assessment.

* Fair, No-Surprise Pricing — SecurityMetrics
strives to offer simple and straightforward
pricing with a single bid that won't change.

* No Long-Term Contracts — SecurityMetrics
never locks you into a long-term contract.

e Unlimited Rescans — Since achieving PCI
compliance is an iterative process, Security-
Metrics includes unlimited scanning during
the assessment and remediation process.

About SecurityMetrics

SecurityMetrics is a global leader in merchant data
security and compliance for all business sizes and
merchant levels, and has helped over 1 million orga-
nizations manage PCl DSS compliance and/or secure
their network infrastructure, data communication,
and other information assets. As an Approved Scan-
ning Vendor (ASV), Qualified Security Assessor (QSA),
Payment Application Qualified Security Assessor (PA-
QSA), Penetration Tester, and Payment Card Industry
Forensic Investigator (PFl), SecurityMetrics has the
tools available to help businesses achieve lasting se-
curity and validate accurate PCl compliance.
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